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TSS defense: State-of-the-art

• “Text-based” detection approach [1].
• Prone to false positives as search engines are also inherently “text-based”.
• Scammers often “evolves” into multiple scam topics easily.

[1] Exposing search and advertisement abuse tactics and infrastructure of technical support scammers, WWW 2018

We need a robust, preferably scam-agnostic defensive approach 
based upon a deeper understanding of the TSS ecosystem!



Finding TSS Scammers...
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Basis for Understanding TSS Ecosystem

• 10 Facebook groups, 13 WhatsApp groups
• Obtained muti-month data from these groups.
• The data that revealed day-to-day TSS business operations.

• We subject the data to Qualitative Analysis



TSS Operations Map
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TSS Agents: hiring ads
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TSS web developers: live victim call sales
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TSS Web developers 
promote TSS sites using 
Blackhat SEO techniques 
or search-based ads



Toll-Free Number Providers
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Money laundering offers

Call centers

Money
 Launderers

Typical money laundering fees is around 30-40%



Miscellaneous: Victim data sales

Call centers

Victim Data Sales

Often highlight data of seniors who are more vulnerable to these scams



Miscellaneous: Announcements

Warnings about impending police raids or dishonest scam operators

Call centers

Announcements



TSS Data Summary



TSS web developers: Call prices

Median cost of each call is US $6
=> The average revenue for each victim call should be more than US $6! 



TSS Data collection

• Elaborate pipeline beginning 
with a volunteer scam baiting 
community website

• 806 confirmed TSS websites

• Used LDA to derive 44 scam 
topics!



Insights for Detection (1/3)

• Explicit age-based targeting of seniors.
• RQ: Are there any discernible visual traits in the TSS websites? 



TSS Site measurements: Visual indicators

• Median phone number text area:
• TSS: 2856 pixels
• Benign 3rd party TS: 1380 

pixels
• Benign official sites: 1100 

pixels

• 50% of TSS web pages has phone 
number repetitions vs. only 3% of 
official Benign site pages



Insights for Detection (2/3)

• Explicit age-based targeting of seniors.
• RQ: Are there any discernible visual traits in the TSS websites? 

• Blackhat promotion of TSS websites.
• RQ: Can this be utilized to detect TSS websites?



TSS Site measurements: Blackhat SEO

Backlink counts for TSS vs Benign sites

• Many TSS Backlinks appear on spam-
infested pages.

• Sub-sites of microsoft.com, 
ibm.com, hp.com, gnu.org 
are allowing followable links in profile 
pages that get abused!

Likely due to inorganic link-farming Blackhat techniques used by TSS site developers



Insights for Detection (3/3)

• Explicit Age-Targeting.
• RQ: Will this imply any visual characteristics in the TSS websites useful for 

detecting TSS sites? 

• Blackhat promotion of TSS websites.
• RQ: Can this be utilized to detect TSS websites?

• Effects of TSS Compartmentalization.
• RQ: Are same phone numbers being re-used across campaigns?
• RQ: Is there discernible dynamism (temporally) in phone number of a given 

TSS site? 



TSS Site measurements: Website Records

• 65% of TSS sites share phone numbers with another TSS site!
• Only 0.58% benign 3rd party TS sites do so

• 45% of TSS sites changed phone numbers.
• Only 1.5% of benign 3rd party TS sites did so! 

• 81.6% TSS sites use toll-free phone numbers .
• Only 9.5% benign 3rd party TS sites do so!



Topic-Agnostic TSS Detection: TASR



Conclusion

• First publicly available labelled TSS datasets and an effective detection 
method.

      Code/data available at: https://github.com/NISLabUGA/TSS_ESP23 

• Several insights into TSS marketplaces for future research.
• Immediate impact: Detailed disclosure reports to Google, Meta and 

law enforcement authorities.
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