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Technical Support Scams (TSS)
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Technical Support Scams (TSS
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TSS defense: State-of-the-art

* “Text-based” detection approach [1].
* Prone to false positives as search engines are also inherently “text-based”.
* Scammers often “evolves” into multiple scam topics easily.

e N
We need a robust, preferably scam-agnostic defensive approach

based upon a deeper understanding of the TSS ecosystem!
N J

[1] Exposing search and advertisement abuse tactics and infrastructure of technical support scammers, WWW 2018



Finding TSS Scammetrs...
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Basis for Understanding TSS Ecosystem

* 10 Facebook groups, 13 WhatsApp groups
e Obtained muti-month data from these groups.
* The data that revealed day-to-day TSS business operations.

* We subject the data to Qualitative Analysis

f1O




1SS Operations Map
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TSS Agents: hiring ads

$$$55555555555555555555558$55$555855855$88S 155 Agents
Openings for 10 Sales Agents in North & west Delhi. e
We are hiring candidates on commission basis. Great incentives [ )

are also promised. / ®
Candidate must have experience with Sales for any of Amazon dh

Refund, Cash app, Zelle, banking calls, Paid Email, Refund and
tech support Calls.

"Good call flow available." ﬂ
$$$$ Next day or Weekly payout also available. Unlimited Call centers
earnings.

-5 days working

-great work environment

Minimum working experience: 6-12 Months
Call or whatsapp right now: 989-989-5800
Dm for more info



TSS web developers: live victim call sales
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Toll-Free Number Providers

TFN/DID AVAILABLE -

For Routing
For Own Center
One Month Guarantee
For Non Suspension

TSS Website
Developers

Toll-Free Number (_m_)(_m)

Providers / 1

888-000-0000
888-111-2222

800-333-3333
888-444-4444 m

|

Call centers




Money laundering offers
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Miscellaneous: Victim data sales

If you are looking for usa based data or leads your search ends

here.We are providng almost all type of leads for international

process. Following are leads type we are providing :

1) Tech Support Leads ﬂ
(sales leads,refund leads,hp leads,dell leads,raw data) Call centers
2)Payday Leads i

(Real time payday leads,Fresh pay day leads) l
3)0ld age leads Victim Data Sales
(plus 60 years customer with all details)

Book your order now:

Often highlight data of seniors who are more vulnerable to these scams



Miscellaneous: Ahnouncements
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Warnings about impending police raids or dishonest scam operators



TSS Data Summary

TSS category #Posts #Unique  #Post #Comments
posts authors
TSS agent hiring 1322 516 245 1005
Money launderers 6677 1435 541 3097
TSS webmasters 5167 1411 525 1908
Toll-free number providers 1129 258 107 190
Victim data sales 951 311 121 129
TSS category #Posts #Unique  # Post
posts authors
TSS agent hiring 161 104 57
Money launderers 8887 2138 787
TSS webmasters 9444 2826 815
Toll-free number providers 3104 511 226

Victim data sales 2757 519 204




TSS web developers: Call prices

Brand name min median max
Amazon $2.52 $4.90 $8.05
10S $3.15 $4.20 $9.10
PayPal $5.11 $6.37 $7.70
Cash App $770  $1050  $11.90
Norton $2.52 $4.90 $8.05
Roku $5.46 $6.02  $10.50
EBay $5.88 $8.40 $8.40
Windows $5.60 $5.60 $5.60
Delta $13.30 $13.30 $13.30
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Median cost of each call is US S6
=>The average revenue for each victim call should be more than US 56!




TSS Data collection
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Insights for Detection (1/3)

* Explicit age-based targeting of seniors.
* RQ: Are there any discernible visual traits in the TSS websites?



TSS Site measurements: Visual indicators

2 & &8 support@antivirussupporthelplinenumber. us
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ANTIVIRUS SUPPORT HELPLINE NUMBER L
Your Only Antivirus Support number repetitions vs. only 3% of

official Benign site pages




Insights for Detection (2/3)

* Blackhat promotion of TSS websites.
* RQ: Can this be utilized to detect TSS websites?



TSS Site measurements: Blackhat SEO
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Many TSS Backlinks appear on spam-
infested pages.

Sub-sites of microsoft.com,
ibm.com, hp.com, gnu.org
are allowing followable links in profile
pages that get abused!

Likely due to inorganic link-farming Blackhat techniques used by TSS site developers




Insights for Detection (3/3)

* Effects of TSS Compartmentalization.
 RQ: Are same phone numbers being re-used across campaigns?

* RQ: Is there discernible dynamism (temporally) in phone number of a given
TSS site?



TSS Site measurements: Website Records

* 65% of TSS sites share phone numbers with another TSS site!
* Only benign 3" party TS sites do so

* 45% of TSS sites changed phone numbers.
* Only of benign 3 party TS sites did so!

* 81.6% TSS sites use toll-free phone numbers .
* Only benign 3 party TS sites do so!



Topic-Agnostic 1TSS Detection: TASR
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Conclusion

* First publicly available labelled TSS datasets and an effective detection
method.
Code/data available at: https://github.com/NISLabUGA/TSS ESP23

* Several insights into TSS marketplaces for future research.

* Immediate impact: Detailed disclosure reports to Google, Meta and
law enforcement authorities.

a2 |


https://github.com/NISLabUGA/TSS_ESP23

