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A tale of high-tech wolves







Masterkey

› Forge biometric data to improve 

wolves’ effectiveness

› Behavioral authentication as 
perfect target

No secure hardware

No liveness detection
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Keystroke biometrics
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Use cases

› Fixed text
Second factor

› Free text
Second factor

Shopping cart check-out

Proctoring

Continuous authentication



Keystroke biometrics
System
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Keystroke biometrics

› Hold latency

› Inter key latency

› Press latency

› Release latency
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Feature extraction



Masterkey attack against keystroke biometrics
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Threat model

› Goal
Impersonate 
individual
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› Capabilities
Inject biometric feature 
vectors

Inject keystroke timings

› Knowledge
Model (yes/no)

Enrolled population 
(yes/no)



Threat model

› Insider adversary

› Feature space adversary

› Input space adversary

› Pragmatic adversary
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Attack methodology

› Feature space
Wolf samples

kMeans clustering

CMA-ES 

› Key space
Wolf samples

CMA-ES
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Brute force adversary

› Passwords and pincodes
Big corpus, extract most used 
passwords
Order p1> p2 > … > pn

› Min-entropy
Log2(p1)

› Beta success rate
Expected success rate (beta guesses)
Examples: Beta = 3 -> p1+p2+p3
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Background on guessing metrics

› Alpha work factor
Number of guesses required to break 
at least a certain percentage of the 
account
Min(j | p1+p2+...+pj > alpha)

› Alpha guess work
Takes into account you can stop early
Weighted: 
1*p1 + 2*p2 + 3*(p3 + … + pn)



Brute force adversary

› Computer scientists like guessing difficulty as
Effective key length

Logarithmic scale

Bits of security

› The size N of the uniform distribution that yields same guessing value
p1 = p2 = … = pN

Log2(N)

3 guesses 33% => [1/9]*9 => N = 9 (~3 bits of security)

Background on guessing metrics
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Brute force adversary

› Challenges
Fuzzy matching

No exact match
Behavior similar enough

Uncountable events
Intepret as attack success rate

=> pi is the success rate of typing behavior i
Used to be occurences as a proxy of excepted success rate

=> What is the optimal guessing sequence?
NP-hard problem: maximum coverage problem

Challenges for biometrics

16



Brute force adversary

U1 … Un Sum

T1 1 … 1 12

T2 0 … 0 0

… …

Tm 1 0 4

17

Biometric brute force adversary



Brute force adversary

U1 … Un Sum

T1 1 … 1 12

T2 0 … 0 0

… …

Tm 1 0 4
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Biometric brute force adversary

U2 … Un-1 Sum

T2 0 … 0 0

… …

Tm 0 1 4

12/n > 4/(n-12) > ...



Results
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Demographics analysis
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Conclusion
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› Masterkey attack against 

keystroke biometrics

› New security metric
Comparison with passwords 
and pin codes

Demographic analysis



Questions?
https://distrinet.cs.kuleuven.be/


