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CPS as a hybrid system
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The system flows when
x € C (continuous time)
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T €D,
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CPS as a hybrid system

The system jumps when
x € D (discrete time)

zre(C

= F(zx)
%-{[ﬁ—a(x)

r €D,

xt = G3(x)
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Barrier function candidate

[ ] Safe region
B Unsafe region
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| | safe region
B Unsafe region

» Barrier function (B(x)) takes a positive
value when the system is at unsafe
region.
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« How to guarantee safety using the
barrier certificate B(x)?
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« How to guarantee safety using the
barrier certificate B(x)?
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« How to guarantee safety using the
barrier certificate B(x)?

— Define the set K.

1000

& K.:={x € X : B(x) <0}.

¥ Ke — x = F(x) always flows to a safe region
on the edge of K.

200

| | safe region
B Unsafe region

22




"l.‘.",

- _ Safety analysis

AT

« How to guarantee safety using the
barrier certificate B(x)?

— Define the set K.

1000
800

K.:={r e X : B(x) <0}.

600

— x = F(x) always flows to a safe region
on the edge of K.

400

200

(VB(z),F(z)) <0 V& e (UOK.)\K.)NC,

| | safe region
B Unsafe region

23




Vi,

- _ Safety analysis

« How to guarantee safety using the
barrier certificate B(x)?
— Define the set K.

1000

800

K.:={r e X : B(x) <0}.

600

— x = F(x) always flows to a safe region
on the edge of K.

400

200

(VB(z),F(z)) <0 V& e (UOK.)\K.)NC,

— B(x) is nonpositive in transition D.

| | safe region
B Unsafe region

24




Vi,

- _ Safety analysis

« How to guarantee safety using the
barrier certificate B(x)?
— Define the set K.

1000

800

K.:={r e X : B(x) <0}.

600

— x = F(x) always flows to a safe region
on the edge of K.

400

200

(VB(z),F(z)) <0 V& e (UOK.)\K.)NC,

— B(x) is nonpositive in transition D.

| | Safe region B(G(z)) <0 Vze DNK,,
B Unsafe region

25




I

. Use case: SWaT

LT

: Add H
' | Chemicals | :

UF Filter

UV Dechlori




\l.,

- Modeling SWaT

LT

— Ground truth — — Previous model —-— Our model
500
T 600\
£
by 700
-l
800
1000}~
£
£ 900
o
800
1000
&
£ 900
i
800
0 10 20 30 40 50
Time (mins)

31



-
-

7,

\

I
L\ ‘\

32

Threat model

Network

Physical Physical
properties 1 properties 2

« Attackers affect
only actuators.

» Attackers
compromise
one actuator at
a time.
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